Texten nedan ar ett 6ppet brev formulerat av forskare frdin Chalmers och KAU. For
forfragningar, vinligen kontakta:

The text below is an open letter formulated by a group of researchers from Chalmers University of
Technology and Karlstad University. For inquiries please contact:

o Asst. Prof. Elena Pagnin - elenap@chalmers.se
¢ Prof. Simone Fischer-Hiibner - simone.fischer-huebner@kau.se

¢ Dr. Victor Morel - morelv@Qchalmers.se

Svensk version, for English see below

Gemensamt uttalande fran vetenskapsmain, forskare och sikerhetsutovare om de forut-
sebara konsekvenserna av de senaste forfragningarna om att forsvaga sidkerheten i
populidra meddelandeappar, i enlighet med forslaget till forordning om datalagring och
tillgang till elektronisk information.

I dokumentet foreslas ett nytt siatt att reglera datalagring och tillgang till "interpersonell” digital
kommunikation. Ett av de krav som stélls &r att ” Tillhandahdllare av nummeroberoende interper-
sonella kommunikationstjdnster [...]| ska anpassa sin verksamhet sa att hemliga tvangsmedel kan
verkstdllas.” (punkt 2 pa sidan 1). 1 synnerhet bor ”[...] brottsbekimpande myndigheter bor ges sd
goda forutsdttningar som mdajligt att utfora sitt uppdrag, [...] samtidigt som [...| enskildas
ratt till skydd for sina grundliggande fri- och rattigheter” respekteras. (Avsnitt 4, sidan 32).

Vi dr medvetna om att Sverige genomgar en period av sirskilda hot, vilket skapar ett legitimt
behov av att se dver hur kommunikationstekniken har utvecklats genom aren och vilka befogenheter
brottsbekémpande myndigheter bor ha for att dvervaka sadan kommunikation. Vi dr dock oroade
over de senaste kraven som regeringen har stallt pa storskaliga meddelandeappar, som tekniskt sett
innebdr att man antingen infor 1) skanning pa klientsidan eller 2) bakdorrar i totalstriackskrypterad
kommunikation. Vi skulle darfor vilja dela med oss av var asikt om hur sadana krav forhaller sig
till regeringens forslag samt de konsekvenser vi forutser om Sverige verkligen gar i denna riktning.

Vara farhagor och reflektioner om det aktuella liget

Baserat pa en teknisk analys av vissa rattsliga konsekvenser av forslaget presenterar vi nagra
reflektionspunkter om det aktuella ldget och forutsebara konsekvenser.

1. Vi forstar att tillgang till konversationer i realtid kan underldtta utredningar avsevért.
Att kriava att leverantorer av totalstrickskrypterade (end-to-end encrypted) med-
delandeappar ska infora bakdorrar i sina system kommer dock inte att 16sa prob-
lemet, utan kan i stallet skapa en kapprustning. De som anvander appen for olagliga
syften kan helt enkelt byta till en annan app eller skapa en hemmagjord 16sning for sdker
kommunikation, mojligtvis baserad pa befintliga sikra system. Signal dr en av de utvalda to-
talstrackskrypterade tjéansterna. Signal ar ett projekt med oppen killkod, vilket
innebar att koden ar tillganglig for alla. Det ar dérfor tekniskt mojligt att skapa en sidker
fork (dvs. en alternativ version) av Signal, utan bakdoérrar eller mojlighet till évervakning
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av brottsbekdmpande myndigheter. Att ta bort Signal-appen fran den svenska marknaden
hindrar inte brottslingar fran att kora sin egen version av Signal. Att sitta in en bakdorr
i ett meddelandesystem skulle dérfor faktiskt forsvaga sdkerheten for interpersonell digital
kommunikation bland icke-kriminella personer i Sverige, men det kommer inte att hindra
organiserad brottslighet fran att distribuera sin egen bakdorrsfria version. Dessu-
tom slutar det inte med totalstrickskryptering: det finns andra kdnda satt att uppna
"privat” kommunikation i ett offentligt utrymme, t.ex. steganografi. Aven AI kan hjilpa till
att utforma mer kreativa och oférutsedda nya medel. Aktorer som omfattas av forslaget kan
mycket val ga vidare till andra séitt att kommunicera om var de befinner sig.

2. Det som gor Signals meddelanden sakra ar anvandningen av ett komplext kryptografiskt
protokoll som kallas Signalprotokollet. ~—“Several closed-source applications have implemented
the protocol, such as WhatsApp [...]|, Google Messages, [...] Facebook Messenger, |...],
Skype 7 (fran wikipedia). Med tanke pa att Sveriges befolkning &r liten jamfort med resten
av varlden, och att Sverige har en ganska internationell sammanséattning , ifrdgasatter vi
den svenska regeringens mojlighet att krava att bakdorrar infors i dessa kommunika-
tionsplattformar. Vi forutser istillet att foretag kan komma att foredra att dra sig ur den
svenska marknaden snarare an att dventyra sina system &ver hela varlden, vilket framgar av
det uttalande som Signals VD gjorde i pressen i slutet av februari.

3. Att kompromissa med sikra kommunikationsmedel kommer att sla slint. Det
svenska forsvaret har redan tagit upp denna fraga. Oavsett vilket kommunikationssystem
den svenska polisen planerar att anvanda, kan de vara sdkra pa att det verkligen ar sidkert
och att brottslingar inte kommer att ha tillgang till ett liknande natverk? Den senaste tidens
historia visar att inférandet av bakdorrar i datorsystem ocksa gor det mojligt for illasinnade
aktorer att utnyttja dessa sarbarheter. Se t.ex. dataintranget av Salt Typhoon 2024 i USA,
dér en hackergrupp som tros ha drivits av Kinas ministerium for statssdkerhet drog nytta av
ett avlyssningssystem som installerats i stora amerikanska telekomforetag.

4. Om "tillgang till uppgifter om elektronisk kommunikation pa underrdittelsestadiet kan vara
avgorande [...]" (Avsnitt 4, sidan 31), kan regeringen da vara 6ppen med hur de planerar
att hantera informationsmangden pa ett sidkert siatt och se till att den endast
anviands for legitima dndamal? Denna oro forefaller berattigad med tanke pa de senaste
skandalerna som uppdagats av enheter som innehar en enorm méngd personuppgifter, se t.ex.
den senaste Uber-skandalen.

Slutsats: Att infora bakdorrar i system for totalstréackskryptering kommer att vara ett ineffektivt
och olampligt satt att bekdmpa brottslighet, eftersom brottslingar 1att kan hitta andra satt att
kommunicera privat. A andra sidan kommer sikerhetsriskerna for industrin, samhéllet och individers
grundlidggande ratt till integritet att oka avsevért, vilket diskuteras av professor Matthew Green i
hans inldgg Three questions about Apple, encryption, and the U.K.

Sakra och battre vagar framat

Inom en rimlig rattslig ram (som foreslas i forslaget till forordning) kan atkomst pa enheten vara en
lampligare vig framat som inte kraver nagon andring av Signal-protokollet. Det skulle dérfor inte
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paverka nagra andra personer én de kriminella som ér foremal for atgarden. For att avsevart minska
risken for massovervakning och eventuella missbruk fran illvilliga aktorers sida maste detta dock
vara en riktad atgard som strikt foljer rattsliga forfaranden och som under inga omstandigheter bor
krava eller frimja (utan snarare forhindra) ett brett genomférande av “inbyggd tillgang till enheter”

English version

Joint statement from scientists, researchers, and security practitioners regarding the
foreseeable implications related to recent requests to weaken the security of large-scale
messaging apps, in accordance with the proposal for the “Data Storage and Access to
Electronic Information” regulation.

The document proposes a new way to regulate data storage and access to “interpersonal” digital
communication. One of the requests made is that “ Providers of number-independent interpersonal
communication services [..] shall adapt their operations so that secret coercive measures can be
implemented.” (point 2 on page 1). In particular, “[..] law enforcement authorities should be given
the best possible conditions to carry out their mission, [..while respecting..] individuals’ right to
protection of their fundamental freedoms and rights.” (Section 4, page 32).

We acknowledge that Sweden is undergoing a period of special threat, which generates a legitimate
need of revising how communication technologies have evolved over the years, and what powers
law enforcement should have on monitoring such communication. However, we are concerned by
the latest requests imposed by the government to large-scale messaging apps, which technically
amounts to either introducing 1) client-side scanning or 2) backdoors in end-to-end encrypted
communications. We would therefore like to share our opinion on how such requests articulate with
the regulation proposal and of some consequences we foresee, would Sweden indeed proceeds in this
direction.

Our concerns and reflections on the current state of affairs

In what follows, we collect some reflection points on the current state of affairs and foreseeable
implications, based on a technical analysis of some legal consequences of the proposal.

1. We understand that accessing real-time conversation may considerably facilitate investigations.
However, demanding end-to-end (E2E) encrypted messaging app providers to
introduce backdoors in their system will not solve the problem, and can instead
create an arm race. Those using it for illegal purposes may simply switch to another app,
or create a home-brewed secure communication solution, potentially based on existing secure
systems. Signal is one of the targeted end-to-end encrypted communication systems. Signal
is an open source project, which means that the code is available to anyone. It is therefore
technically possible to create a secure fork (i.e., an alternative version) of Signal, without
backdoors nor possibility of law enforcement monitoring. In effect, removing the Signal app
from the Swedish market does not effectively prevent malicious actors from running their own
version of Signal. Hence, setting a backdoor in a messaging system would actually weaken
the security of interpersonal digital communication amongst non-criminal people in Sweden,
but it will not prevent organized crime from deploying their own backdoor-free
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version. Furthermore, it does not end with end-to-end encryption: there are other
known ways to achieve “private” communication in a public space, e.g., steganography, and
AT can help devise more creative and unforeseen new means as well. Actors targeted by the
proposal may very well move on to other means of communicating about their whereabouts.

2. What makes the Signal’s messages secure is the use of a complex cryptographic protocol called
the Signal Protocol. “Several closed-source applications have implemented the protocol, such
as WhatsApp [..], Google Messages, [..] Facebook Messenger, [..], Skype” (from wikipedia).
Given the small size of Sweden’s population compared to the rest of the world, and its rather
international composition, we question the Swedish governments’ lever to demand
the introduction of backdoors in these communication platforms. We instead foresee
that companies may prefer to pull out of the Swedish market rather than compromising their
systems worldwide, as seen in the statement made by Signal’s CEO in the press late February.

3. Compromising secure communication means will backfire. The Swedish Defense has
already raised this concern. Whatever communication system the Swedish Police is planning
to use, can they be sure that it is truly secure and that criminals will not have access to a
similar network? Recent history shows that introducing backdoors into computer systems
enables the exploit of these vulnerabilities by malicious actors as well. For instance, see the
2024 Salt Typhoon hack in the USA, where a hacker group, believed to be operated by China’s
Ministry of State Security, benefited from a wiretap system installed in major US telecom
companies.

4. If “Access to data on electronic communication at the intelligence stage can be crucial |..]” (Sec-
tion 4, page 31), can the government be transparent on how they plan to securely handle
the load of information and ensure it to be used for legitimate purposes only?
This concern appears legitimate given the recent scandals emerged by entities in possession of
a giant amount of personal data, see e.g., the recent Uber scandal.

Conclusion: Including backdoors in end-to-end encryption systems will be an ineffective and inap-
propriate means for fighting crime, because criminals can easily find other means for communicating
privately. On the other hand, security risks for industry, society, and individuals’ fundamental rights
for privacy will significantly increase, as discussed by Prof. Matthew Green in his post on Three
questions about Apple, encryption, and the U.K.

Secure and better paths forward

Within a reasonable legal framework (as suggested in the regulation proposal), on-device access
approach could be a more appropriate way forward that does not require modifying the Signal
protocol. It would therefore not impact any individuals other than the targeted criminals. However,
for significantly reducing the risk of mass surveillance and possible mis-uses by malevolent actors,
this must be a targeted measure strictly following legal procedures and should under no circumstance
require or promote (but it should rather disallow) a broad implementation of “on-device access by
design”.
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